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Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the 
application. 

Listing of Claims: 

Claim 1 (currently amended): A method of regulating admittance of a 
number of TCP connection requests to a plurality of servers that support to a plurality of 
applications and a plurality of customers, each of the customers having electronic 
business activity hosted by the plurality of servers on the basis of a service level 
agreement that specifies a minimum TCP connection rate that the customer is 
guaranteed, the method comprising the steps of: 

receiving incoming workload for the plurality of customers for the plurality 
of applications into a common buffer, the incoming workload comprising IP packets 
associated with existing TCP connections and TCP connection requests; and then 

taking an IP packet from the common buffer: 

detecting whether the IP packet taken from the common buffer is a TCP 
connection request packet or is associated with an existing TCP connection; 

immediately sending the IP packet to the servers if the IP packet is associated 
with an existing TCP connection; 
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rejecting the IP packet if associated with a TCP connection request unless the 
IP packet is necessary to meet the minimum TCP connection rate for the customer 
associated with the TCP connection request or if sending the IP packet to the servers 
does not prevent meeting the minimum TCP connection rate for another of the 
customers. 

cont r olling flow of th e incoming wo r kload f r om th e common buff er to the 
p lurality of servers for each a p plicat i on and each customer so as to provide at least the 
minimum TCP connection r at e fo r e ach customer and e ach a p plication by re gulating 
flow of the TCP connection request packets to the plurality of servers. 

Claim 2 (original): The method according to claim 1 7 wherein all of the 
incoming workload is received into the common buffer and the TCP connection request 
packets are processed on a first in, first out basis. 

Claim 3 (original): The method according to claim 1 , wherein the method 
does not directly control outbound traffic from the plurality of servers. 

Claim 4 (canceled): The method according to claim 1, wherein the 
controlling step is performed by detecting whether an IP packet is a TCP connection 
request packet, and immediately admitting all other packets. 
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Claim 5 (currently amended): The method according to claim L claim 4, 
wherein the detecting step is performed by determining whether a S YN bit of the IP 
packet is ON or OFF. 

Claim 6 (canceled): The method according to claim 4 ? wherein IP packets 
associated with TCP connection requests are admitted if necessary to meet the minimum 
TCP connection rate for the customer associated with the TCP connection request. 

Claim 7 (canceled): The method according to claim 6, wherein IP packets 
associated with a TCP connection request of one of the customers are also admitted if 
doing so does not prevent meeting the minimum TCP connection rate for another of the 
plurality of customers. 

Claim 8 (currently amended): The method according to claim L wherein the 
rejected IP packet is dropped, claim 7, farther comp r ising the ste p of drop p ing TCP 
connection request packets that a r c n ot admitted du r ing the cont r olling ste p . 

Claim 9 (currently amended): The method according to claim L wherein the 
rejected IP packet is claim 7, further comprising the step of returning TCP connection 
r equest packets that arc not admitted du r ing the cont r olling step, the TCP connection 
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r equest p ackets not admitted during the controlling step being returned with a reset 
code bit ON. 

Claim 10 (original): The method according to claim 1, further comprising 
the step of calculating whether TCP connection request packets of one or more of the 
customers can be admitted for one or more of the applications when the one or more 
customers already exceed the minimum TCP connection rate for the one or more 
applications. 

Claim 11 (original): The method according to claim 1, further comprising 
the step of communicating with an external means to receive revisions to one or more of 
the service level agreements. 

Claim 12 (original): The method according to claim 1 ? further comprising 
the step of communicating with an external means to send collected statistics data to the 
external means. 

Claim 13 (currently amended): The method according to claim 1 ? wherein 
the detecting, sending and rejecting steps are controlling step is performed with a real- 
time admittance/rejection algorithm wherein the flow of the TCP connection request 
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packets is regulated to the plurality of servers on a per-packet basis. 

Claim 14 (currently amended): The method according to claim 1, wherein 
the detecting, sending and rejecting steps are cont r olling st ep is performed with a 
target-rate-based admittance/rejection algorithm wherein the flow of the TCP 
connection request packets is regulated to the plurality of servers on a per-unit-time 
basis. 

Claim 15 (original): A method of controlling and guaranteeing a service 
level agreement based on a number of TCP connection requests supported to a plurality 
of applications and a plurality of customers having electronic business activity hosted by 
a server farm, each of the customers having a service level agreement that specifies a 
minimum TCP connection rate that the customer is guaranteed, the method comprising 
the steps of: 

receiving all incoming workload for the plurality of customers for the 
plurality of applications into a common buffer, the incoming workload comprising IP 
packets associated with existing TCP connections and TCP connection requests; 

taking TCP connection request packets from the common buffer on a first in, 
first out basis; and 

controlling flow of the IP packets from the common buffer to the server farm 
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for each application and each customer so as to provide at least the minimum TCP 
connection rate for each customer and each application by regulating flow of the TCP 
connection request packets to the server farm, the controlling step comprising: 

detecting whether an IP packet is a TCP connection request packet or 
associated with an existing TCP connection; 

immediately admitting IP packets associated with existing TCP 

connections; 

admitting TCP connection request packets if necessary to meet the 
minimum TCP connection rate for the customer associated with the TCP connection 
request; and 

admitting a TCP connection request packet of one of the customers if 
doing so does not prevent meeting the minimum TCP connection rate for another of the 
plurality of customers. 

Claim 16 (original): The method according to claim 15, wherein the method 
does not directly control outbound traffic from the serve farm. 

Claim 17 (original): The method according to claim 15, wherein the 
detecting step is performed by determining whether a SYN bit of the IP packet is ON or 
OFF. 
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Claim 18 (original): The method according to claim 15, further comprising 
the step of dropping IP packets that are not admitted during the controlling step. 

Claim 19 (original): The method according to claim 15, further comprising 
the step of returning TCP connection request packets that are not admitted during the 
controlling step, the IP packets not admitted during the controlling step being returned 
with a reset code bit ON. 

Claim 20 (original): The method according to claim 15, further comprising 
the step of calculating whether a TCP connection request packet of one or more of the 
customers can be admitted for one or more of the applications when the one or more 
customers already exceed the minimum TCP connection rate for the one or more 
applications. 

Claim 21 (original): The method according to claim 15, further comprising 
the step of communicating with an external means to receive revisions to one or more of 
the service level agreements, and to send collected statistics data to the external means. 

Claim 22 (original): The method according to claim 15, wherein the 
controlling step is performed with a real-time admittance/rejection algorithm wherein 
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the flow of the TCP connection request packets is regulated to the server farm on a per- 
packet basis. 

Claim 23 (original): The method according to claim 15, wherein the 
controlling step is performed with a target-rate-based admittance/rejection algorithm 
wherein the flow of the TCP connection request packets is regulated to the server farm 
on a per-unit-time basis. 

Claim 24 (currently amended): A system for regulating admittance of a 
number of TCP connection requests to a plurality of servers that support to a plurality of 
applications and a plurality of customers, each of the customers having electronic 
business activity hosted by the plurality of servers on the basis of a service level 
agreement that specifies a minimum TCP connection rate that the customer is 
guaranteed, the system comprising: 

a common buffer for receiving incoming workload for the plurality of 
customers for the plurality of applications, the incoming workload comprising IP 
packets associated with existing TCP connections and TCP connection requests; and 

regulator means for taking an IP packet from the common buffer, detecting 
whether the IP packet is a TCP connection request packet or is associated with an 
existing TCP connection, immediately sending the IP packet to the servers if the IP 

-9- 

PAGE 10/24 * RCVD AT 9/8/2004 10:19:42 AM [Eastern Daylight Time] * SVR:USPTO-EFXRF-1/0 * DNIS: 8729306 * CSID:(219) 464-1166 * DURATION (mm-ss): 06-54 



From: Hartman & Hartman, P.C. (219) 464-1166 To: 2100 Technology Center 



Date: 08- Sep- 200 4 Time: 9:16:52 AM 



Page 1 1 of 24 



Application No. 09/921,989 
Docket No. YOR920000444 
Amendment dated September 8, 2004 
Reply to Office Action of June 8, 2004 

packet is associated with an existing TCP connection, and rejecting the IP packet if 
associated with a TCP connection request unless the IP packet is necessary to meet the 
minimum TCP connection rate for the customer associated with the TCP connection 
request or if sending the IP packet to the servers does not prevent meeting the minimum 
TCP connection rate for another of the customers, controlling flow of the incoming 
wo r kload f r om th e common buffer to the p lu r ality of se r ve r s fo r each a pp lication and 
each customer so as to pr ov i de at least the minimum TCP connection r ate for each 
custom er and e ach application by r egulat i ng flow of the TCP connection r equest packets 
to the p lu r al i ty of se r ve r s. 

Claim 25 (original): The system according to claim 24, wherein the common 
buffer is configured to receive all of the incoming workload, and the controlling means 
is configured to process the TCP connection request packets on a first in, first out basis. 

Claim 26 (original): The system according to claim 24, wherein the system 
is not configured to directly control outbound traffic from the plurality of servers. 

Claim 27 (canceled): The system according to claim 24, wherein the 
controlling means is configured to detect whether an IP packet is associated with an 
existing TCP connection or a TCP connection request, and to immediately admit IP 
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packets associated with existing TCP connections. 

Claim 28 (currently amended): The system according to claim 24. claim 27, 
wherein the regulator cont r olling means is configured to determine whether a SYN bit 
of an IP packet is ON or OFF. 

Claim 29 (canceled): The system according to claim 4, wherein the 
controlling means is configured to admit TCP connection request packets if necessary to 
meet the minimum TCP connection rate for the customer associated with the TCP 
connection request. 

Claim 30 (canceled): The system according to claim 29, wherein the 
controlling means is configured to admit a TCP connection request packet of one of the 
customers if doing so does not prevent meeting the minimum TCP connection rate for 
another of the plurality of customers. 

Claim 3 1 (currently amended): The system according to claim 24. wherein 
the regulator means further comprises claim 30, furthe r comp r ising means for 
dropping rejected IP packets. TCP connection request p ackets that a r c no t admitted by 
the controlling means. 
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Claim 32 (currently amended): The system according to claim 24. wherein 
the regulator means further comprises claim 30, fu r th e r comprising means for 
returning rejected IP packets TCP connection request p ackets that arc not admitted 
with a reset code bit ON. 

Claim 33 (original): The system according to claim 24, further comprising 
means for calculating whether TCP connection request packets of one or more of the 
customers can be admitted for one or more of the applications when the one or more 
customers already exceed the minimum TCP connection rate for the one or more 
applications. 

Claim 34 (original): The system according to claim 24, further comprising 
means for communicating with an external means to receive revisions to one or more of 
the service level agreements. 

Claim 35 (original): The system according to claim 24, further comprising 
means for communicating with an external means to send collected statistics data to the 
external means. 

Claim 36 (currently amended): The system according to claim 24, wherein 
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the regulator cont r olling means operates with a real-time admittance/rejection 
algorithm wherein the flow of the TCP connection request packets is regulated to the 
plurality of servers on a per-packet basis. 

Claim 37 (currently amended): The system according to claim 24, wherein 
the regulator co n t r olling means operates with a target-rate-based admittance/rejection 
algorithm wherein the flow of the TCP connection request packets is regulated to the 
plurality of servers on a per-unit-time basis. 

Claim 38 (original): A system of controlling and guaranteeing a service level 
agreement based on a number of TCP connection requests supported to a plurality of 
applications and a plurality of customers having electronic business activity hosted by a 
server farm, each of the customers having a service level agreement that specifies a 
minimum TCP connection rate that the customer is guaranteed, the system comprising: 

a common buffer into which is received all incoming workload for the 
plurality of customers for the plurality of applications, the incoming workload 
comprising IP packets associated with existing TCP connections and TCP connection 
requests; 

a gatekeeper that takes the IP packets from the common buffer on a first in, 
first out basis and controls flow of the IP packets from the common buffer to the server 
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farm for each application and each customer so as to provide at least the minimum TCP 
connection rate for each customer and each application by regulating flow of the IP 
packets to the server farm, the gatekeeper being operable to detect whether an IP 
packet is a TCP connection request packet or associated with an existing TCP 
connection, immediately admit IP packets associated with existing TCP connections, 
admit a TCP connection request packet if necessary to meet the minimum TCP 
connection rate for the customer associated with the TCP connection request, and admit 
a TCP connection request packet of one of the customers if doing so does not prevent 
meeting the minimum TCP connection rate for another of the plurality of customers. 

Claim 39 (original): The system according to claim 38, wherein the system 
does not directly control outbound traffic from the serve farm. 

Claim 40 (original): The system according to claim 38 ? wherein the 
gatekeeper is configured to determine whether a SYN bit of the IP packet is ON or 
OFF. 

Claim 4 1 (original): The system according to claim 38, further comprising a 
guide means for dropping TCP connection request packets that are not admitted by the 
gatekeeper 
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Claim 42 (original): The system according to claim 38, further comprising a 
guide means for returning TCP connection request packets that are not admitted with a 
reset code bit ON. 

Claim 43 (original): The system according to claim 38, further comprising 
an assistant means for calculating whether TCP connection request packets of one or 
more of the customers can be admitted for one or more of the applications when the one 
or more customers already exceed the minimum TCP connection rate for the one or 
more applications. 

Claim 44 (original): The system according to claim 38, further comprising a 
manager means for communicating with an external means to receive revisions to one or 
more of the service level agreements, and to send collected statistics data to the external 
means. 

Claim 45 (original): The system according to claim 38, wherein the 
gatekeeper operates with a real-time admittance/rejection algorithm wherein the flow 
of the TCP connection request packets is regulated to the server farm on a per-packet 
basis. 
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Claim 46 (original): The system according to claim 38, wherein the 
gatekeeper operates with a target-rate-based admittance/rejection algorithm wherein 
the flow of the TCP connection request packets is regulated to the server farm on a per- 
unit-time basis. 
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